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Laboratory Data Integrity
15 -16 June 2011, Vienna, Austria

Objectives

This course has the following objectives:

B To present the regulatory requirements and relevant critical
regulatory observations concerning laboratory data integrity
and security.

B To provide attendees with the tools and techniques to
define “complete data” in the context of paper, hybrid and
electronic records to ensure the integrity and security of
laboratory records regardless of the mode of generation.

B To provide understanding of best practices in the life cycle
of laboratory records shown in the diagram below:
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Background

Demonstrating the integrity and security of laboratory data,
records, results and information is paramount for a successful
audit or inspection for any GMP regulated quality control
laboratory.

US GMP regulations state that “Laboratory records shall include
complete data derived from all tests necessary to assure
compliance with established specifications and standards,
including examinations and assays, as follows: .....".  In the FDA
Guide to the Inspection of QC Laboratories is the statement
“We expect raw data to be maintained in bound books or
sheets for which there is accountability”. A number of high
profile cases over the past few years have shown that data
integrity is not maintained and can be fraudulent. The Able
Laboratories fraud case in 2005 was one such instance where
the data were fraudulently generated destroying any trust in the
data integrity of laboratory data and the calculated results.
However this is neither an isolated case nor the only area for
concern as recent FDA warning letters indicated covering the
integrity and security of laboratory data include the following
citations throughout the whole pharmaceutical supply chain:

Loss of Data

The gas chromatographic analysis performed and the data
provided to the application sponsor is not traceable to raw data.
The original chromatograms could not be located during the
inspection. (FDA Warning Letter, September 2010)

Data Falsification (impacting the integrity of the whole
laboratory)

An analyst substituted IR spectra from a passing batch: This
practice is unacceptable and raises serious concerns regarding the
integrity and reliability of the laboratory analyses conducted by
your firm. (FDA Warning Letter, January 2010).

Missing Documented Traceability of Results

Note that the copies of analytical notebooks submitted in your
response remain incomplete in that they lacked: laboratory
equipment/instrument information; standards and reagents
information;, filter information; dates and signatures of the persons
who performed each test and reviewed the data; reference to the
test method, version number, and effective date; and statement of
how the test results compare with acceptance criteria. (FDA
Warning Letter, August 2009).

Lack of Method Validation

Your firm has failed to establish and document the accuracy,
sensitivity, specificity, and reproducibility of test methods [21 C.F.R.
§211.165(e)]. Forexample, your firm performed analytical method
transfers for 236 protocols without determining whether those
methods had been properly validated by your clients. (FDA
Warning Letter, October 2010).

No or Inadequate Instrument Qualification

Several laboratory instruments used to analyze various drug
components and drug products were either out of calibration, had
not received proper maintenance according to your schedule, or a
combination of both. (FDA Warning Letter, October 2010).

Inappropriate Use of Reference Standards

We observed 31 expired USP standards in a laboratory drawer next
to a separate drawer containing unexpired standards. (FDA
Warning Letter, October 2010).

The course will be based on the life cycle of a laboratory record
and look at the integrity and security of it throughout its life
time. We will discuss paper records as well as hybrid systems
and electronic records.

Assumptions

Itis assumed that sample management is in place, analytical
procedures are valid, instruments have been qualified and
software has been validated. These topics will not be covered
in detail during this education course.

Target Group

The education course is aimed at the following attendees

B Laboratory personnel working in GMP laboratories in
the pharmaceutical industry, contract research organi-
sations, contract manufacturing organisations and API
manufacturers

B Qualified Persons

B Quality Assurance personnel

B Supply chain auditors

B Regulatory Affairs CMC submissions professionals



Programme

Introduction to the Course
B Course roadmap
B Topics to be covered

EU and FDA GMP Regulations Impacting Laboratory

Data and Results

B EU GMP requirements

B FDA GMP requirements

B FDA Guidance documents OOS, Inspection of QC
labs

B Inspection findings 483 and warning letters

B Defining “complete data”

Fat Finger, Falsification or Fraud?

B Putting regulations and human nature into perspective

B To erris human - mistakes will be made but how to
handle them?

B Dealing with mistakes before they become falsifica-
tion or fraud

B Cultural and organisation issues with data integrity

B Criteria for laboratory data integrity

Principles for the Generation of Data

B Observational tests and instrument tests

B Training of staff

B Qualified analytical instruments and validated
software

B Integrity issues

B Security issues

WORKSHOP I: Generation of Data

B What are the requirements for raw data integrity?
B Three scenarios covering paper records, a hybrid
system and an electronic system

Recording of Data

B Handling entries in laboratory notebooks and paper
printouts from instruments

B Hybrid systems with paper printouts and electronic
records

B Electronic systems just containing electronic records

B Use of electronic laboratory notebooks (ELN) to sub-
stitute paper records

WORKSHOP II: Recording of Data

B Audit of an analytical record

B Three scenarios covering paper records, a hybrid
system and an electronic system

Transforming Data

B Converting laboratory data to information

B I|dentifying and handling transcription errors on paper
as well as electronic systems

B Calculations performed manually and by computer
programs

B [ssues with truncation and rounding of numbers

B Integrity and security issues of the records generated
during transformation

WORKSHOP Ill: Data Transformation

B Excel
B Data from printout transcription, rounding, trunca-
tion

Collation and Reporting Results

B Calculating the reportable value and comparison with
the specification

B Paper processes versus electronic processes

B Linkage with out of specification investigations (OOS)

WORKSHOP IV: Collation and Reporting Results
B Combining data
B Analytical procedure, SOP and worksheet of values

Archiving

B Security of paper and electronic records
B Backup of electronic records

B Retrieval of records

Speakers

Dr CHRISTOPHER BURGESS,

Burgess Analytical Consultancy Ltd.,

Barnard Castle, UK
— DrBurgess has over 35 years experience in

the pharmaceutical industry primarily with
Glaxo in Quality Assurance and Analytical R & D. He has
MSc and PhD degrees from Loughborough University in
Analytical Chemistry. He is a qualified ISO 17025 asses-
sor. Dr. Burgess has published over 70 papers and books
in analytical science. He is also a Qualified Person and a
member of the European QP Association Advisory
Board.

Dr. BOB MCDOWALL,

McDowall Consulting, Bromley, Kent, UK
Analytical chemist with over 35 years experi-
ence including 15 years working in the
pharmaceutical industry and 18 years
working for the industry as a consultant. He is Principal
of McDowall Consulting, UK. Bob is an ISO 17025
assessor and he has been involved with the validation of
computerised systems for over 20 years and is the author
of a book on the validation of chromatography data
systems. Bob is also the writer of the Questions of
Quality (LC-GC Europe) and Focus on Quality (Spectros-
copy) columns and is a member of the Editorial Advisory
Boards of several Journals.

Social Event

At the end of the first course day you are cordially invited
to a social event. This is an excellent opportunity to share
your experiences with colleagues from other companies
in a relaxed atmosphere.
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